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Medical Imaging iIs common and
costly

Medical Imaging procedures are involved in 28.7% of patient encounters
7.7% of images were repeated within 90 days
Connectivity reduced the odds of repeated imaging by 25%

Industry is aggressively transitioning to cloud based image sharing systems

Medical Imaging could be the catalyst to
establishing a global network of trust for
medical records
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Introducing Health Genesis

‘ﬁ Identity management via public key cryptography
@® Authentication via digital signatures
Authorization via smart contracts

) Bridges RESTful standard API’s to blockchain

Health Genesis bridges existing Health IT
investments into the new world of blockchain,
global access and patient controlled data



Use Case: Provider to Patient Sharing
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Use Case: Provider to Provider Sharing
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Demo

Note: All code was written during the 24 hour code-a-thon period and available on
github
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Docker Deployment

We provide a complete Docker-based container deployment
* Health Genesis Applications
* Modified OHIF Viewer
e Private Ethereum Network (10 pre-built identities)
* Orthanc Image Archive
 Mongo Database

Works on Linux or Mac OS X
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|ldentity Management

Digital Wallets integrate with an application to prove a person’s identity
Currently available solutions:

— MetaMask (browser extension)

— uPort (mobile app + APIs)

— Mist (custom browser)

Identity is established through proof of private key ownership — wallet signs a
message using person’s private key, which can be validated by an application
using the public key

Application stores person’s blockchain address as user identifier
Off-chain data is associated with blockchain address using traditional database
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Message Signhing &

function signRequest() {

var msSinceEpoch = new Date().getTime();
var ctx .get('ethereumContext');
var contractAddressl 5 -
var contractAddress2

message = contractAddressl + contractAddress2 + msS5inceEpoch;
msgHex .sha3(message);

.sign( - . [@], msgHex, function(err, result)
if(err) {
console. log('error signing:', err);
return;

}

var sig = hexSigToRSV(result);

signedHeaders = {
"x-secp256kl-r" : .r.toString('hex'),
"x-secp256kl-s" : .s.toString('hex'),
"x-secp256kl-v" :
"x-timestamp" : msSinceEpoch,
"x-contractaddresses" : contractAddressl + ',' + contractAddress2,

]

.5et( 'signedHeaders', signedHeaders);
.set(true);
console. log(result);
};
} nucleus




Authorization Detalls

v General

Request URL: http://auth-proxy:9842/wado?requestType=WADO&studylUID=1.3.6.1.4.1.1
651224193401628709391720&serieslID=1.3.6.1.4.1.14519.5. 2. 1. 6354. 4816. 1628544367
UID=1.3.6.1.4.1.14519.5.2.1.6354.4016.27@88550067372403971508527874878content Tyt

Request Method: GET
Status Code: @ 280 0K
Remote Address: 127.08.8.1:59842

¥ Response Headers view source
Access-Control-Allow-Origin: =
connection: keep-alive
content-encoding: gzip
content-length: 245721
content-type: application/dicom
Date: Mon, 20 Mar 2017 18:89:10 GMT

¥ Request Headers view source
Accept: /%
Accept-Encoding: gzip, deflate, sdch
Accept-Language: en-US,en;q=0.8
Connection: keep-alive
Host: auth-proxy:9842
Origin: http://localhost:3084
Referer: http://localhost:30@84/viewer/1.3.6.1.4.1.14519.5.2.1.6354.4816.32514265]
¥t=eyl3YWRv028udHIhY30101iTweGZmMzdhNTd L0GOzNzMIMThhYmUyMj kY ] Ewizd LZD LhOTY4YTVm,
BLjB4Z2GIINzEWNz LhZJY2ZWRLY JFhNTZKM ] T4MDE10DREMz LM ] AwMDFKOSIs IndhZG9Wemki0ilodHE
2FkbzOyZXF1ZXNOVHLWZT1IXOURPINNEdWRSVUTEPTEUMy4 2L jEUNCAx L jEBNTESLjUuMidxL jYzNTQut
BMDE2Mj AZMDkz0TE3Mj ALLCIZYWRVUNNVemki01iJodHRWD i8vbGoj YWxob3NAD kwNDIvZG1jb2@td2Y
FEUMTQIMTRuNS4y L jEuNjMINCAAMDEZL jMyNTERM ] Y IMTIyNDESMz QwMTYyMD cwOTMSMT cyMC IO
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 10_12_3) AppleWebKit/537.36 (I
B.@.2024.87 Safari/537.36

x-contractaddresses: @xff37a57b8d373518abe222dbl1l77edBa%68a5fdT, @xTf37a57b8Bd3735
xdb57187%af66edbbla56d228@5584d35020@01d9

x-5ecp256ki-r: 17415274014ac41b1c86bTB33523104c830943c32b421e665aTa74a786513dff
X-secp256ki-s: 4e1f5ad92d2adced@dbbed3dn2927decT321d416T252600813a1756307242dcBR
X-secp256ki-v: 28

x-timestamp: 1428033343168

vmmmeters view source view URL encoded
requestType: WADD
studyUID: 1.3.6.1.4.1.145192.5.2.1.6354.4016.325142651224193401628709321720
serlesUID: 1.3.6.1.4.1.14519,5.2.1.6354.4816.162854436738149996854372386754
objectUID: 1.3.6.1.4.1.14519.5.2.1.6354. 4816. 270885500673724039715052787487
contentType: application/dicom

contract Resource {

// The account that created this resource
address public owner;

// Base URL to a resource
string public url;

// The address of the recipient who has access to the resource. The re
// can access the resource by signing the request using web3.eth.sign()
// The resource server can validate the signature to ensure the

// recipient owns the private key.

address public recipient;

// an identifier that can be used to group multiple resource smart cont
// together. 1In the case of DICOM, it could be the study instance uid
string public resourceld;

// the type of resource (e.g. wadouri, wadors)
string public resourceType;

// Event that is fired every time a resoruce smart contract is created.
// Needed to reliably find resource smart contracts
event ResourceCreated(address indexed recipient);

function Resource{address _recipient, string _url, string _resourceld, :
owner = msg.sender;
recipient = _recipient;
url = _url;]
resourceld = _resourceld,
resourceType = _resourceType;
ResourceCreated(recipient);
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Authorization Checks

checkTimeStamp()
- prevents replay attacks

checkOwner()
- Makes sure the smart contract was issued by this resource owner

checkRecipient()
-+ Makes sure the caller is who they say they are
- Make sure the caller is the recipient in the smart contract

checkUrl()
- Make sure the URL matches what is in the smart contract
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Thank You!

Matt Brinkman

Chris Hafey Jason Nye
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-’FL_
Staff patient/login screen ; Lﬁ

Health Genesis!

Please [T [1dM or
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e
Stalff registration | L.

Health Genesis ShareApp

Medical Record Search

Please

enter the registration code provided by your doctor (use "topsecret")

-3
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Staff authentication using digital signature

| NON ) MetaMask Notification

Healt[ CONFIRM TRANSACTION @ it areApp

Sign Message

Signing this message can have dangerous
side effects. Only sign messages from
sites you fully trust with your entire
account. This will be fixed in a future
version.

Medical R

Please . ADDRESS 0x9332827e...0C31
f . BALANCE None
enter the registration code Chris H...

topsecret MESSAGEOx4a29bc329589b6ea0e2024e81bd7d42a99b4

- =3 =
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Staff search by MRN

Health Genesis ShareApp

Hello, 0x5cab4cb92c4266ff535fe8da18092b0545¢c70ae3 Log Out

Medical Record Search

QIDO URL: http://localhost:9042/dicom-web/studies

Patient Name TCGA-4Z-AATM

Patient Name Patient ID Study UID

TCGA-4Z-AATM TCGA-4Z-AATM 1.3.6.1.4.1.14519.5.2.1.6354.4016.325142651224193401620709391720
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Staff share to patient/provider identity

Share Exam

Recipient Address
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Patient registration/login page

Health Genesis PHR
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Patient authenticate via digital signature

| NON | MetaMask Notification

CONFIRM TRANSACTION @ it

Network

Heal  .:». HR

Sign Message

Signing this message can have dangerous
side effects. Only sign messages from
sites you fully trust with your entire

account. This will be fixed in a future
Please 9 version.

| > ADDRESS 0x5cab4Cb9...0AE3
BALANCE None
Account...

MESSAGEO0x9d10cd48598cf3c3d99f9b678d961ba4sc2a8b
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Images shared with patient

Health Genesis PHR

Hello, Ox5cab4cb92c4266ff535fe8da18092b0545¢c70ae3 Log Out
Timestamp Block# StudyUID
Wed Mar 15 2017 01:08:43 GMT-0400 (EDT) 29 1.3.6.1.4.1.14519.5.2.1.6354.4016.325142651224193401620709391720 ® View Images
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Patient authenticates using digital signature

MetaMask Notification

Sign Message

Signing this message can have dangerous
side effects. Only sign messages from
sites you fully trust with your entire
account. This will be fixed in a future
version.

) ADDRESS Ox5cab4Cb9...0AE3
BALANCE None

Account...

MESSAGEOX7562c64c4071c156deabef6b57e3a03b614d5(
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Patient accesses images =

Eg Open Health Imaging Foundation | Study list Options
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